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| S 5 Positive Things -

. \I R . T g Your Child Can Do On
1 ] 1 - 4! A

| Help! My child ison a spclal ngtwqr!«ng sﬁe. Sosial Networking Sites
| While you may be concerned when your children join a social | i 5

networking site, it doesn't mean they're in danger. Social \ : |

|

networking sites are places online where young people go to 1. éréa!te family photo a[i;ums
socialize with their friends, talk to people with similar interests, What-bel(erway to keep your
and share what's going on in their lives. But these sites can also ~ distant ye_l_axlves"iiﬁ:ic-date on
be places where kids post something inappropriate or meet the /' _Your family's activities?

wrong people. ~ 2. Champion a cause

From animal rights to bullying

awareness, social networking

sites are the place to go for

ﬁow can | keep my child safe?

Check, check, check! The most important thing you can doto
_protect your child on these sites is to get involved and regularly
check his/her profile.

social activists.

3. Join a group
Niche communities have found a

home on social networking sites

where people can connect and

discuss their interests with like-
$ What do | look for? minded people.
Sometimes looking through your child’s social networking profile 4. Market a talent
can be overwhelming. Where are the privacy settings? What is a Stars are born every day online.
“wall"? Use this practical guide and check off each section when No need to move to Hollywood to
you're done. That way, you won't miss anything, pursue that recording contract;

with one hit video the producers

will come to you!

5. Find a college
Social networking makes it easier
to chat with college students and

faculty, so your child can make an

informed decision about where to
go to school.

This resource brought to you by

walmar N For more resources visit NetSmartz.org
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Profile Picture
This is the picture that will appear next to
your child’s name. Is it too revealing? Is
there anything inappropriate, like nudity,
alcohol, or drugs? Make sure you approve
before it goes public.

Username

This is either your child's real name or a nickname.
Using a real name isn't bad; it just means you have to
look more closely at the privacy settings and contacts.

-Account/Settings
This is where you’ll go to adjust your child’s
privacy settings. Go through each option

slowly. Always ask yourself - what is on the

Information/About Me Geo

‘Here your children can
post personal information,

Comments

profile and who can see it?

rgeyD

including where they live,
where they go to school, who
they're dating, etc. Check
what they're sharing and
delete anything you think is
too much information. !

Information

Birthday: January 17, 1997

. Location: Virginla Awwww, sorry) forget to check what
Me toollill your child is posting on
- others’ pages, too.
Friends Photo Album Advertisements

Comments/Wall
This is where your
child’s friends post
messages. Delete
any inappropriate
comments, and don't

. @ Spooooo jealous :{

Worst Day Ever.

== ﬂ hang in therel

Y —

Friends/Contacts

This is a list of everyone your
child has accepted as

a friend/contact. It may
include people you don't
know, or even people your
child only knows online.

Go through each contact

together and decide if each
is an appropriate friend for
your child.

Ads/Apps
Most social networks have ads and applications from
3rd parties, like games and fan pages. If your children

Photos/Albums

What kinds of photos is your child sharing?
Who can see them? Check for anything
inappropriate, like nudity, alcohol, or drugs.

click on these or add them to their profiles, they may be
allowing access to their personal information. Have a
discussion about what's OK to add and what’s not.

This resource brought to you by

Walmart 'z

For more resources visit NetSmartz.org
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‘CYBERSECURITY
‘MADE CLEAR

While the Internet can make your
. life easier, it can also expose you
Il tocybersecurity threats like scams:and |
identity theft. Here’s what you need to
khow before you go online.

1. Install firewall, anti-spyware, and antivirus software, and
update them often.

2. Don’t open e-mails from someone you don’t know, download
software from a source you don’t trust, or enter “free” contests
from companies you don’t recognize.

3. Guard your passwords - don’t share them over e-mail or instant

Things You Can Do message, and change them often.
To Protect Yourself 4. Type in the website address instead of clicking on a link.
& Your ComPUter 5. Look for “https” or a picture of a lock in your browser window before

buying anything or opening an account on a website.

This resource brought to you by
Walmart N For more resources visit NetSmartz.org
1 e Copyright © 2010 National Center for Missing & Exploited Children. All rights reserved.
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| will use the Internet responsibly. That means

making smart decisions about what | look

at, who | talk to, and what | say. | pledge to be
| safer online by following these rules:

L .
1 I will tell my trusted adult if anything makes me feel sad,
scared, or confused.

> '
| will ask my trusted adult before sharing information like
my name, address, and phone number.

3 | won't meet face-to-face with anyone from the Internet.

| will always use good nethuette and not be rude
or mean online. : -

Watch videos and play games at NetSmartzKids.org
Copyright ® 2010 National Center for Missing & Exploited Children. All rights reserved. Anlmated Characters
Copyright © 2000-2010 National Center for Missing & Exploited Children and Boys & Girls Clubs of America. All rights reserved.
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INTERNET SAFETY RULES

Middle School = High School

2k

I WILL

| agree not to post information and images that could put

THINK me at risk, embarrass nie, or damage my future, such as
BEFORE . » cell & home phone numbers
- " N I POST - +. » home address
o i : " » sexual messages
- . J I \ S 4 Lo ® inappropriate pictures and videos
....OQ.!’...ll.‘il.....\.\.....»l:.htl‘?......fj..C.‘..‘....:.OOOO.......!'.l....‘..l‘..iﬁ'
( I WILL 1 will not .
9. RESPECT >} posi _anythfng rude, offensive, or threatening
OTHER » send or forward images and infarmation that might
PEOPLE embarrass, hurt, or harass someone
' »; take anyone’s personal information and use'it to
* ONLINE. damage his or her reputation

\

L -
R 3 AT = \
] ...’.ll‘-l’..‘ Ikll. Q-".. ....h.-....III.'...II..IIIl........Di........‘.‘...-.
9,e o :
e [ I N Y
Vi % : i H
:
i

I WILL BE | agree to

CAREFUL WHEN » ask my parent or guardian’s permission

MEETING » have a parent"ibr,gUardién accompany me

ONLINE FRIENDS » meet in a public place

IN PERSON.

N »o‘v:o;,'.,.o.-_;’.,-o;q‘yl;o-\\u‘o’ovooooncooooocoon.;ocooooo-o.-....,............-’._:.
- [ B x " L
.. I WILL : If someone makes me feel uncomfortable or if
’ PROTECT LFEEL  someone is rude or offensive, | will

MYSELF » not respond
ONLINE. » save the evidence

» tell my parent, guardian, or another trusted adult
: \? { P » report to the website, cell phone company,
) P "

| cybertipline.com, or the police

APROGRAM OF THE S
NATIONAL CENTER FOR _MISSING&EXPIDI‘I’EDCHILDREN

Watch videos and play games at NSTeens.org
Copyright & 2010 National Center for Missing & Exploited Children. Al rights reserved.
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